
Collaborate on 
cybersecurity 
in an ecosystem of trust
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1. Information Sharing (IS)

▪ Sharing valuable knowledge and information about security topics that are operational, tactical and/or 

strategically important for the operations of the members.

2. Analysis Center (AC)

▪ Analyzing collected information and sharing the conclusions and recommendations with members.

3. An ISAC is a closed community where members know each other personally, 

have regular contact with each other and the above activities are carried out 

on the basis of TRUST and house rules.

What is an ISAC?
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What is the benefit of an ISAC?
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TRUSTED COMMUNITY 
ISAC is the community that brings together industry operators with the same goals 
and interests, creating a trusted environment.

GOOD PRACTICES 
ISACs are platforms for OES to exchange good practices and information about 
threats, incidents, risks and their mitigation.

CYBERSECURITY AWARENESS
ISAC is enhancing the cybersecurity posture and awareness in the critical 
infrastructure sectors

SUPPORT WITH EU LEGISLATIONS
ISACs can support the implementation of European legislation such as the NIS2 
Directive, Network Code on cybersecurity (NCCS) and the Cyber Resilience Act (CRA)

CRISIS MANAGEMENT
ISACs can be used as information exchange mechanisms in case of crisis 

BENEFITS OF INFORMATION SHARING AND ANALYSIS CENTRES



Co-founder of multiple (EU Energy) ISACs

Black Sea Energy-ISAC

NL Agrifood-ISAC

EU Energy-ISAC

Japan Energy-ISAC

NL EV Charging-ISAC

Multiple EU ISACs

EU Info Sharing platform
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EU support for existing and to-be EU ISACs

www.isacs.eu

E M P O W E R I N G  
E U  I S A C S P R O J E C T



2022 Sector overview:  Involved in 19 EU ISAC initiatives
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Use a structured approach to set up an ISAC

1. Getting aligned = building trust

- Discuss about goals, mutual interest, benefits and mission of an ISAC

- WHY do we want an ISAC?

2. Create one Way of Working

- Focus on the type of activities and which information (not) to share

- WHAT do we want to share and analyse?

2. Set up governance and organization

- Focus on the set-up of organization and governance structure

- HOW do we want to perform and collaborate?
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Example of a mission statement

“to improve the resilience and security of the European energy 
infrastructure. We do so through trust based information sharing and 

by enabling a joint effort for the analysis of threats, vulnerabilities, 
incidents, solutions and opportunities. EE-ISAC offers a community of 

communities to facilitate this proactive information sharing and 
analysis, allowing its members to take their own effective measures.”
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Example of a closed EE-ISAC community
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Example of a closed EE-ISAC community

2016 (16) 2023 (37)
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Determine the role/function of the ISAC

1. Social gathering

2. Central information sharing center for the sector

3. Threat intel and information hub service

4. Information sharing AND Analysis center

5. “One stop shop” for collaborative activities

6. Lobby association

7. ….
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Only share valuable information!

1. Threat intel data and threat landscape reports

2. Mitigation of critical vulnerabilities

3. Root Cause Analysis of incidents

4. Incident response & recover activities

5. Best practices of improvements/solutions

6. Lessons learned from cybersecurity projects

7. …
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Social events are necessary to build up trust
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Use tools to collaborate and share more effectively

Partners

Core TI team
EE-ISAC users
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Strive for global information sharing
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Key recommendations

1. Insert the ISAC model in national NIS2 regulation as 
example for Article 29 of NIS2 directive

2. Establish ISACs for other (smaller) domains/sectors

3. Develop and/or improve cross-sector information sharing 
with other ISACs

4. Use EU-ISACs’ sharing platforms: MISP and NextCloud

5. Position international collaboration as cornerstone for 
cybersecure Europe
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▪ Name : Johan Rambi

▪ Role : Cybersecurity consultant

▪ Organization : RambiCo

▪ Telephone : +316 11879945

▪ E-mail : info@rambico.com

Please contact me if 

you want more info

International collaboration via an ISAC is crucial !!
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