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'Wet beveiliging netwerk- en informatiesystemen' - Wbni
Dutch implementation of the EU NIS directive

Duty of care 

Duty to report 

...appropriate and proportionate technical and organisational measures to secure ICT systems. 
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 The answer to that question depends on a number of factors, e.g.: 

 Which industry you are active in;

 What is your own risk appetite; 

 Commercial vs. regulated industry; 

 With digital risks: are you evaluating IT or OT systems; 

 What is your resilience against attacks;

 What is the importance of the processes, systems etc. you are investigating during your risk assessment. 

 The costs of mitigating controls should not outweigh the potential impact of a risk:

 This doesn't just apply to financial costs;

 Find the balance between digital security, physical security, costs, user friendliness etc. 

How do I know what is appropriate and proportionate ?
This is what risk management is all about

vs.
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 Risk needs to be quantified where possible: 

 Risk = Threat * Vulnerability * Impact

 The number of threats and vulnerabilities defines the likelihood that something goes wrong; 

 Most companies use the following risk equation: Risk = Likelihood * Impact;

 In this example, the values could vary from 1 (low) to 3 (high), thus resulting in a risk level of 1 to 9;  

 Risks can have a financial impact, but might also affect company values like safety or reliability; 

 Most important is to have a consistent, repeatable approach to quantifying risk; 

 The exact value of individual risks is less important, as long as they can be compared to each-other. 

 A risk matrix defines the framework for risk mitigation decisions: 

 When to accept, reduce, transfer or avoid the risk; 

 A company's risk appetite is documented in the risk matrix; e.g. which risk levels can be accepted.

Risk appetite formalised by the board of directors
A company's risk appetite is typically documented in a risk matrix

* *
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Risk appetite formalised by the board of directors
The Enexis Netbeheer risk matrix

Likelihood

Impact

Low

High

Low High

Risk level

O Unacceptable

ZH Very High

H High

M Medium

L Low

V Negligible
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Risk appetite formalised by the board of directors
The Enexis Netbeheer risk matrix

One example of a company value 

that might be affected by a risk. 
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Risk appetite formalised by the board of directors
The Enexis Netbeheer risk matrix
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Risk appetite formalised by the board of directors
Easy to compare risks that affect different company values

All items on the 
same row are 
valued equally
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 The risk matrix is used during risk assessments to determine the risk level

 After identifying and quantifying risks, companies should: 

 have a an overview of all (or at least the most important) risks; 

 be able to prioritise these risks; 

 be able to decide on budget assignment for risk mitigation.

 Important to periodically update risk assessments and report on risk mitigation progress:

Using the risk matrix
A risk matrix defines the framework for risk mitigation decisions 
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 Some typical challenges during risk assessments and risk management in general: 

 Deciding who to involve in risk assessments; 

 How to objectively quantify risks; 

 Explaining digital security risks to other people than security nerds, especially budget owners;

 Trying to be perfect and 100% complete too quickly; 

 Identifying threats, threat actors and vulnerabilities; 

 Deciding which threat scenarios are realistic and which are not (avoid FUD and 'James Bond scenarios'); 

 The potential impact of digital (mainly OT security) risks can be much higher than conventional risks; 

 Determining the likelihood part of the risk equation;

 Assigning responsibility of the identified risks;

 Finding the right balance between A) digital security and B) physical security, user friendliness, costs etc; 

 Deciding which risk mitigating controls to implement and who is responsible for this; 

 Monitoring the effectiveness of controls (intrinsic and actual).  

Digital risk management challenges
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 Many different risk management frameworks, for example: 

 ISO 31000 and 27005; 

 COSO Enterprise Risk Management; 

 NIST Risk Management Framework (RMF) and SP 800-30; 

 Information Security Forum (ISF)'s Information Risk Assesment Methodology (IRAM) model.  

 In our experience, it is important to align digital and 'conventional' risk management: 

 This helps explaining the result of risk assessments to your colleagues; 

 Easier to compare the outcome of risk assessments for different topics;

 Easier to assign budget for risk mitigation based on the amount of risk reduction per invested Euro. 

 At Enexis, we use the 'bowtie method' to document risks

Digital risk management challenges
Our best decision so far: using the existing Enexis risk management approach

Source: https://www.risklens.com/infographics/what-is-a-bow-tie

https://www.risklens.com/infographics/what-is-a-bow-tie
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The Enexis risk management process
Use of bowties - introduction

Threats: events that can lead to the 

top event, in case of digital risks 

these are typically actions by 

attackers.

Hazard: an activity that an organisation 

executes, but that could cause damage if 

control is lost. 

Top event: an event during which control 

is lost: loss of confidentiality, integrity or 

availability in case of digital security risks. 

Consequences: the 

negative effects of the top 

event (related to our 

company's core values).  

SCADA 

commands to 

substation

Loss of 

integrity
Outage as a 

result of 

unauthorised 

switching

Unauthorised 

WAN access
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The Enexis risk management process
Use of bowties - barriers

Control barriers are measures that are taken to minimise the likelihood of a top event occurring. 

The colour is an indication of the quality of the measure (intrinsic quality and/or current condition).

Barriers can be here as well

(recovery barriers, e.g. intrusion 

detection system and restoring 

backups)

Unauthorised 

WAN access

Loss of 

integrity

SCADA 

commands to 

substation

Outage as a 

result of 

unauthorised 

switching

Physical 

protection of WAN 

VPN authenti-

cation on WAN
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The Enexis risk management process
Use of bowties - barriers

Control barriers are measures that are taken to minimise the likelihood of a top event occurring. 

The colour is an indication of the quality of the measure (intrinsic quality and/or current condition).

Barriers can be here as well

(recovery barriers, e.g. intrusion 

detection system and restoring 

backups)

Unauthorised 

WAN access

Loss of 

integrity

SCADA 

commands to 

substation

Outage as a 

result of 

unauthorised 

switching

Physical 

protection of WAN 

VPN authenti-

cation on WAN

Annex A references.
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The Enexis risk management process
Selecting barriers to implement

 Based on IEC 62443-3-3 and ISO 27001

 Control barriers (left in bowtie): 

 Between threat and top event. 

 Recovery barriers (right in bowtie): 

 Between top event and consequence. 

Control barriers:

Recovery barriers:
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The Enexis risk management process
Mapping of our barriers to the ISO 27001:2017 Annex A controls (see clause 6.1.3c)

The 114 controls of the 
ISO 27001 Annex A

All our OT security 

risk categories 

(detailed in bowties) 

The number of times that a 

control is used in our bowties, 

easy to identify key controls

1-click xls report from our bowtie 

development application BowtieXP
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Increased potential impact

with digital systems

Higher impact category for OT security risks
Conventional vs. digital risks
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Higher impact category for OT security risks
Conventional vs. digital risks

 Highest reliability impact category is 'very serious':  

 Outage of high voltage station >16 hours; 

 This is ok for conventional risks like physical break-in in substation.

 Introduced impact category 'disastrous' for digital risks:

 Outage 10 HV stations >16 hours;

 Digital attack could lead to outage of multiple HV stations; 

 Often same equipment and vulnerabilities on multiple locations; 

 Much higher impact with similar effort by attacker.

Outage of high 

voltage station >16 

hours
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Determining the likelihood of OT security risks
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 Little historical data about digital incidents

 Our approach: 

 Use control effectiveness as a starting point; 

 Convert effectiveness to a numerical score; 

 Indication of the number of days a professional hacker will 

need to circumvent a control; 

 Plot the effectiveness score on the ROBAM risk matrix. 

 Justification for the effectiveness table: 

 Based on an analysis of the threat landscape and (the 

limited amount of) previous incidents; 

 Likelihood high: small incidents (viruses, ransomware): 

couple of hours work for attacker; 

 Likelihood low: Ukraine in December 2015 and 2015: 

probably took several weeks of preparation. 

 Currently working on the introduction of LOPA*

Determining the likelihood of OT security risks

*: Layers of Protection Analysis, incl. separate estimation of inherent effectiveness and control maturity. 
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Advantages of our approach:

 Easy to discuss results with colleagues 

not directly involved in OT security;  

 Clear conceptual model for risks; 

 Easy to relate controls to threats; 

 Good insight in the effectiveness of 

controls, easy to assign actions; 

 Easy to map risks to Annex A controls;

 Clear link between loss of C/I/A and 

impact on Enexis company values. 

Disadvantages:

 Maintaining all bowties is labour intensive; 

 Many different hazards and top events, easy 

to lose overview; 

 Creating and updating bowties consistently 

requires discipline and experience; 

 Determination of likelihood too subjective; 

 Contribution of individual controls (in 'threat 

string') to risk reduction not always clear.

Lessons learned



23

Future plans
Performing incident investigation based on our bowties
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Graphics by Wilco Prinsen
www.jamvisualthinking.com

Philip Westbroek
OT security officer

Philip.westbroek@enexis.nl

http://www.jamvisualthinking.com/
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