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The Luxembourg Institute of Science and technology
a reference in research and innovation for a digitalized, resilient & sustainable society

Environment MaterialsInformatics

Active in 4 fields

Space resources

220
employees

100
employees

240
employees

25
employees

Working across the entire innovation chain

► Fundamental & applied research

► Incubation & transfer of technologies

► Policy support

► Doctoral & post-doctoral training



BUILDING A BRIDGE BETWEEN knowledge AND market



Challenges

VUCA (Volatility, Uncertainty, Complexity, and Ambiguity)

Transport is a highly vulnerable sector 

Supply Chain becomes more complex 
and global

Freight transport increasingly depends 
on digital systems

CERNIS2
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• Funding tool: HORIZON-CL3-2023-INFRA-01-02
• Topic: Supporting operators against cyber and non-cyber threats to reinforce the 

resilience of critical infrastructures – Innovation Action
• Duration: 36 months starting on September 1, 2024     
• 21 partners
• Budget: around 5M€ (EC contribution: 4.38M€)



Maritime port

Rail Terminal

AIRPORT

Regulatory AUTHORITIEs

Transversal

Inland port

ROAD

Consortium and pilots



Objective: Provide an integrated set of advanced tools, guidelines 
and technological solutions to reduce risk, and enhance the 
protection and resilience of their critical infrastructure and 
interrelated critical infrastructures against physical, cyber and 
hybrid threats.

Focus on Freight Transport

Objective and approach



To build freight 
transport resilience 
by:
• improving 

transparency 
• minimizing risks 

and exposure to 
shocks  

• building capacity 
to resist 

• absorbing 
and recovering 
from disruptive 
incidents

Approach with embedded business intelligence to increase resilience of 
transport critical infrastructures

Control Tower Concept



IDENTIFIED 
VULNERABILITIES 

AND RISKS 

To define mitigation strategies 
and improve capacity to 

prevent, resist, absorb and 
recover from disruptive 

incidents

Vulnerability assessment

Resilience assessment

Process mining analysis

Strengthened cooperation 

LOREM IPSUM

Expected results

POLICIES 
AND 

PROCEDURES

Guidelines for a resilience plan

Resilience plan for each pilot

Security operational 
procedures 

Inputs for a national risk 
assessment and resilience 

strategy

TECHNOLOGICAL
SOLUTIONS

To support implementation of 
policies and plans for cost-
effective risk reduction and 

resilience

Machine-readable threat 
modelling for large-scale 

simulations

State-of-the-art analysis and 
experimentation of physical and 

cyber detection technologies

ML/AI-based predictive models 
and algorithms to detect early 

signs of disruption

Generic TRANSCEND Control 
Tower

REAL WORLDS 
PILOTS

To demonstrate the impacts of 
the TRANSCEND solutions to the 

freight transport sector

To secure cargo integrity

To coordinate capacities
between CIs at the regional

level

To monitor security incidents in 
multimodal transport 

Concept for testing human
behaviour and procedures in 

realistic attack scenarios
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Entity
Entity

Entity

Entity

Towards a more holistic approach

NIS
NIS2

Yesterday Today
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Entity

Entity
Entity

Org.

Org.

Org.
Org.

Towards a more holistic approach

Org.

Tomorrow ?
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Challenges

Managing complex interconnected relationships & 
New types of risks

Facilitating collaboration & Proactive risk 
management

Flexibility in adapting to emerging threat and 
technological changes

Seamless integration of NIS 2 & CER Directives



Key takeaways
• NIS2 and CER are complementary

• Breaking silos is essential

• Application to other critical sectors from healthcare 
to energy



Sept 25

Public resources and upcoming events

What we share with you

Catalogue of 
risks and 
detection 

technologies in 
freight transport

Resilience 
framework 

Pilot reports
Luxembourg Cargo Center

Bologna Freight Village
Valencia trimodal port 

Guidelines and 
lessons learned for 

a resilience plan 

Lessons learned, best 
practices and replication 

roadmap 

Feb 27 Aug 27

June 18 | Event in Luxembourg

Enhancing Transport Resilience: Policy 
Insights under CER and NIS2  

June: Webinar on Resilient Transport Networks

October: Annual ConferenceJune 2-4: Logistics Munich fair



cindy.guerlain@list.lu

Come and meet the team 

at the LIST booth!

TranscendProjectwww.transcend-logistics.eu

Transcend Project
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