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THE LUXEMBOURG INSTITUTE OF SCIENCE AND TECHNOLOGY

A REFERENCE IN RESEARGH AND INNOVATION FOR A DIGITALIZED, RESILIENT & SUSTAINABLE SOCIETY
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Working across the entire innovation chain
» Fundamental & applied research

» Incubation & transfer of technologies

» Policy support

» Doctoral & post-doctoral training
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BUILDING A BRIDGE BETWEEN KNOWLEDGE AND MARKET

Technological Pilot deployment Globally competitive
facilities Pilot line manufacturing facilities
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RTO's Industrial consortia Anchor companies

Technology Readiness Level (TRLs)

1. 2 3. 4 5 6. 7. 8. 9. 10.

Basic principles | | Technology Experimental Technology Technology Demonstration Demonstration System Successful Mass

observed concept proof of validation in validation in in relevant in operational complete and mission Production
formulated concept laboratory relevant environment environment gualified operations
environment
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Challenges
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VUCA (Volatility, Uncertainty, Complexity, and Ambiguity) ¥ — e &EVEHGHEEN _

Transport is a highly vulnerable sector

Supply Chain becomes more complex
and global

Freight transport increasingly depends
on digital systems



(<°>)
TRANSCEND

port Resilience against Cyber and Non-Cyber Events
to prevent Network Disruption

rd

ol: HORIZON-CL3-2023-INFRA-01-02

porting operators against cyber and non-cyber threats to reinforce the
f critical infrastructures - Innovation Action

36 months starting on September 1, 2024

ound 5M€ (EC contribution: 4.38M€)

This project has d fundi gf om the European Union’s KR Funded by
Horizon Europ rch and innovation programme under ™ :
ﬂ granta g eement No 101168023 e pus=tiropeantiion




)

TRANSCEND
\

Consortium and pilots
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misizo Objective and approach

Objective: Provide an integrated set of advanced tools, guidelines
and technological solutions to reduce risk, and enhance the

us on Freight Transport protection and resilience of their critical infrastructure and

interrelated critical infrastructures against physical, cyber and
hybrid threats.

Phase 1: Situational ¢ 33
} State-sponsored .

: Phase S Phase 4:
: Breparedne Response
Ecosystem analysis Resilience plan
& domino effect Realistic scenarios

Operational security Multi-phased

Resilience assessment procedure Real scenarios
- Room#42
Process mining

Training

1 RANSCEND Control | ower

Visualise Monitor Predict Simulate Technology

Cooperation

Cyber'/ Physical NATO Compe‘t?nt Multi-
security teams authorities stakeholder




misto Control Tower Concept

dach with embedded business intelligence to increase resilience of
sport critical infrastructures

To build freight

transport resilience

by:

* Improving
transparency

* minimizing risks
and exposure to
shocks

building capacity
to resist

absorbing

and recovering
from disruptive
incidents




miscn ExXpected results

IDENTIFIED
VULNERABILITIES
AND RISKS

To define mitigation strategies

and improve capacity to
prevent, resist, absorb and
recover from disruptive
incidents
Vulnerability assessment
Resilience assessment

Process mining analysis

Strengthened cooperation

POLICIES
AND
PROCEDURES

Guidelines for a resilience plan

Resilience plan for each pilot

Security operational
procedures

Inputs for a national risk
assessment and resilience
strategy

TECHNOLOGICAL
SOLUTIONS

To support implementation of
policies and plans for cost-
effective risk reduction and

resilience

Machine-readable threat
modelling for large-scale
simulations

State-of-the-art analysis and
experimentation of physical and
cyber detection technologies

ML/Al-based predictive models
and algorithms to detect early
signs of disruption

Generic TRANSCEND Control
Tower

REAL WORLDS
PILOTS

To demonstrate the impacts of
the TRANSCEND solutions to the
freight transport sector

To secure cargo integrity

To coordinate capacities
between Cls at the regional
level

To monitor security incidents in
multimodal transport

Concept for testing human
behaviour and procedures in
realistic attack scenarios
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misto Jowards a more holistic approach

)
©
&

Yesterday Today




)

misto Jowards a more holistic approach

(*)

TRANSCEND
\




misten  Challenges

WA Facilitating collaboration & Proactive risk
¥™ management

% Managing complex interconnected relationships &
New types of risks

TRANSGEND Oﬁ Flexibility in adapting to emerging threat and

technological changes

:;;f Seamless integration of NIS 2 & CER Directives
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Key takeaways

NIS2 and CER are complementary

Breaking silos is essential

* Application to other critical sectors from healthcare

to energy
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What we share with you

Public resources and upcoming events

Catalogue of

g Pilot reports

detection Luxembourg C.ar 30 .Center Guidelines and Lessons learned, best
technologiesin  Resilience Bologna Freight Village lessons learned for practices and replication
freight transport framework Valencia trimodal port a resilience plan roadmap
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TRANSCEND June 18 | Event in Luxembourg

Enhancing Transport Resilience: Policy
\ Insights under CER and NIS2

alice

Alilasics 1o Logistics June: Webinar on Resilient Transport Networks

Innovation through

June 2-4: Logistics Munich fair Collaboration in Europe  October: Annual Conference




Come and meet the team

at the LIST booth!
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[ www.transcend-Iogistics.eu]

@ cindy.guerlain@list.lu

® Transcend Project

® TranscendProject
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