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Medium voltage cables

"Put more copper in the ground"

Rapid digitalisation of the energy value chain
Balancing supply and demand more difficult with increased use of renewable energy 

Digital systems

"Make smarter use of existing capacity"

vs.
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 Background:

 The energy transition is moving fast, more and more generation by wind and solar farms; 

 At some locations (especially rural areas), the maximum capacity of the electricity grid is reached;

 No new wind or solar farms can be connected at these locations. 

 How we use digitalisation to make smarter use of existing capacity: 

 Continuous monitoring of the electricity network load; 

 From our control centers, we remotely throttle back power generation by some solar and wind farms;

 Send commands via a data communications netwerk to equipment in the solar and wind farms. 

 This way we can probably connect 30% more sustainable power generation capacity...

 ...but what about digital security: 

 "Using this control mechanism, we limit the highest peaks in power generation by solar and wind farms"; 

 What happens if an unauthorised person can also access this control mechanism ? 

1 See https://www.youtube.com/watch?v=0D3IdEZ-AwI and https://www.enexisgroep.nl/nieuws/enexis-netbeheer-en-liander-onderzoeken-potentie-van-dimmen-zonneparken/

Rapid digitalisation of the energy value chain
Prime example: curtailment

https://www.youtube.com/watch?v=0D3IdEZ-AwI
https://www.enexisgroep.nl/nieuws/enexis-netbeheer-en-liander-onderzoeken-potentie-van-dimmen-zonneparken/
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Dutch coordinator for anti-terrorism and safety (NCTV): 

"Cyber Attacks Impair Society’s Central Nervous System" 
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IT OT

 Short equipment life cycle

 Mature patching and update processes

 IT knowledge relatively easy to come by

 Easier to repair or replace, also less impact

 Use of legacy equipment (e.g. Windows XP)

 Very reluctant to apply patches; 24*7 operation

 Still limited focus on cybersecurity by vendors

 Much more serious potential impact of incidents

'Operational Technology' has some additional challenges
Some important differences between IT and OT systems

Standard digital systems Digital systems for grid operators
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2: Source: Essential Energy annual report 2019-2020

IT1 OT2

* Electrotechnical equipment (cables, transformers, 

protection relays etc), but also digital components 

have a much higher (expected) technical lifespan. 

*

Between 2-5 years

'Operational Technology' has some additional challenges
The expected lifespan of IT and OT hardware
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vs.

Digitalisation is also taking place for safety systems
Safety systems are a special kind of operational technology
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vs.
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Digitalisation is also taking place for safety systems
Safety systems are a special kind of operational technology
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'Wet beveiliging netwerk- en informatiesystemen' - Wbni
Dutch implementation of the EU NIS directive

Duty of care

Duty to report

...appropriate and proportionate technical and organisational measures to secure ICT systems. 
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 Increase awareness on all organisation levels

 Strictly separate OT from the outside world ('air gap')

 One risk management policy and process for conventional and digital risks

 Set up an Information Security Management System (ISMS)

 Network segmentation

 Increase awareness on all organisation levels

 Include security requirements in all OT tenders

 Implement security monitoring and a security operations center (SOC); not only prevention

 Industry collaboration, both nationally and internationally (EU), facilitated by the ENCS

 Focus security investments on perimeter systems, thus relieving the 'legacy burden'

 Did I already mention increasing awareness on all organisation levels ?

 Many test activities: pentest, red teaming etc.

How to maximise the resilience of OT domains
Some examples of steps we took at Enexis
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 Even the ISS is not fully 'air-gapped'1

 US subcommittee on National Security, Homeland Defense, 

and Foreign Operations (May 2011 hearing): 

"In our experience in conducting hundreds of vulnerability assessments in the 

private sector, in no case have we ever found the operations network, the 

SCADA system or energy management system separated from the enterprise 

network. On average, we see 11 direct connections between those networks. In 

some extreme cases, we have identified up to 250 connections between the 

actual producing network and the enterprise network.”2

 Therefore additional controls required, e.g.: 

 Increase awareness on all organisation levels; 

 Fully separated IT and OT work stations (two separate laptops); 

 Feasible policy regarding removable media (USB sticks !) and file exchange. 

Strictly separate OT from the outside world ('air gap')
Easier said than done....

1: See https://www.theguardian.com/technology/2013/nov/12/international-space-station-virus-epidemics-malware
2: See https://www.youtube.com/watch?v=x1URPa1jG60 (58m30s - 59m00s) and https://www.govinfo.gov/content/pkg/CHRG-112hhrg70676/pdf/CHRG-112hhrg70676.pdf

https://www.theguardian.com/technology/2013/nov/12/international-space-station-virus-epidemics-malware
https://www.youtube.com/watch?v=x1URPa1jG60
https://www.govinfo.gov/content/pkg/CHRG-112hhrg70676/pdf/CHRG-112hhrg70676.pdf
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One risk management process
Integrated OT security risk management in our existing process based on bowties

Image source: CGE Risk
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One risk management process
Selecting barriers to implement

 Based on IEC 62443-3-3 standard (ISA99)

 Control barriers (left in bowtie): 

 Between threat and top event. 

 Recovery barriers (right in bowtie): 

 Between top event and consequence; 

 Minimising the impact of the top event.

Control barriers:

Recovery barriers:
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The 114 controls of the 
ISO 27001:2017 Annex A

All our OT security 

risk categories 

(detailed in bowties) 

The number of times that a 

control is used in our bowties, 

easy to identify key controls

1-click xls report from our bowtie 

development application BowtieXP

One risk management process
Mapping of our barriers to the ISO 27001:2017 Annex A controls (see clause 6.1.3c)
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Increase awareness on all organisation levels
Colleagues don't always understand cyber risks and how they can influence them

See also our visualisations of OT security at Enexis: https://jamdots.nl/view/285/Enexis-OT-security

Movie clip about OT security risks

Mobile OT security demo cases

Red/Blue trainings

MANY demos

https://jamdots.nl/view/285/Enexis-OT-security
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Include security requirements in all OT tenders
Enexis tenders grid components with formal security requirements

 Security during development and after sales: 
 Secure programming practices;

 Security testing during development;

 Vulnerability handling;

 IEC 62443-4-1.

 Device security requirements: 
 User access management;

 Cryptographic algorithms and protocols;

 Logging and monitoring;

 IEC 62443-4-2.

 Security improved between 2014 and now
 All ENCS members use similar requirements;

 Successful pentest is a prerequisite for final awarding;

 More security ≠ higher TCO !
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Include security requirements in all OT tenders
Results of our 2015 tender for Distribution Automation Light (DALI)
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OT security officer

Philip.westbroek@enexis.nl

Graphics by Wilco Prinsen
www.jamvisualthinking.com

http://www.jamvisualthinking.com/

