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Medium voltage cables Digital systems

"Put more copper in the ground" "Make smarter use of existing capacity"
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. Rapid digitalisation of the energy value chain
’ Prime example: curtailment
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¢ Background: B t@ e s

The energy transition is moving fast, more and more generation by wind and solar farms; ‘

At some locations (especially rural areas), the maximum capacity of the electricity grid is reached;

No new wind or solar farms can be connected at these locations.

¢ How we use digitalisation to make smarter use of existing capacity:

Continuous monitoring of the electricity network load,; : ,.«..v

From our control centers, we remotely throttle back power generation by some solar and wind farms; ‘ @k 4 ”—*—‘A i I‘L*ff

Send commands via a data communications netwerk to equipment in the solar and wind farms.

¢ This way we can probably connect 30% more sustainable power generation capacity...

¢ __.but what about digital security:
"Using this control mechanism, we limit the highest peaks in power generation by solar and wind farms";

What happens if an unauthorised person can also access this control mechanism ?

3 1 See https://www.youtube.com/watch?v=0D3IdEZ-AwI and https://www.enexisgroep.nl/nieuws/enexis-netbeheer-en-liander-onderzoeken-potentie-van-dimmen-zonneparken/ €


https://www.youtube.com/watch?v=0D3IdEZ-AwI
https://www.enexisgroep.nl/nieuws/enexis-netbeheer-en-liander-onderzoeken-potentie-van-dimmen-zonneparken/
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NCTV: Cyber attacks impair society’s central nervous
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. 'Operational Technology' has some additional challenges
)V sSome important differences between IT and OT systems

Standard digital systems Digital systems for grid operators

¥ e

T

Short equipment life cycle Use of legacy equipment (e.g. Windows XP)

Mature patching and update processes Very reluctant to apply patches; 24*7 operation

IT knowledge relatively easy to come by Still limited focus on cybersecurity by vendors
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Easier to repair or replace, also less impact Much more serious potential impact of incidents

5 €



. 'Operational Technology' has some additional challenges

)V The expected lifespan of IT and OT hardware

IT?

Asset

Recommended Refresh -
Cloud Environment

Servers
- Traditional
- Virtual

Cloud provider maintains servers,
removing burden from practice to
refresh

Network Equipment
- Routers
- Switches

Cloud provider maintains network
equipment, removing burden from
practice to refresh

Storage
- Primary storage
- Backup storage

Cloud provider manages storage,
removing burden from practice

Tape/backup hardware

Cloud provider maintains
tape/backup hardware, removing
burden from practice to refresh

Workstation devices
- Desktop computers
- Kiosks

4-7 years*

Mobile Devices
- Tablets
- Laptops
- Mobile phones

Between 2-5 years

OT?

163,417

of powerlines in de

bushfire zones

power poles —
equating to 1.6 power
poles per customer

* Electrotechnical equipment (cables, transformers,
protection relays etc), but also digital components
have a much higher (expected) technical lifespan.

1. Source: https://netgaincloud.com/blog/whats-the-lifespan-of-hardware-and-software/
2: Source: Essential Energy annual report 2019-2020



VS.

GENERAL &5 ELECTRIC

WIGH IMPEDANCE DIFFERENTIAL RELAY




y

-rf
MIT
Technology
Review
Computing/ Cybersecurity
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. Digitalisation is also taking place for safety systems
iV safety systems are a special kind of operational technology
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. Digitalisation is also taking place for safety sy
iV safety systems are a special kind of operational technology

STAMFORD, Conn., iy 21,2031 Contacts

Gartner Predicts By 2025 Cyber Attackers Will  susanmoore

Have Weaponized Operational Technology ii';:f’;oore@gammm
Environments to Successfully Harm or Kill
Humans ————

Organizations Can Reduce Risk by lmplementing a Security Control Share this:
Framework

®® 0

Newsroom

View all press releases

ents, security and risk management leaders should be more concerned
about real world hazards to humans and the environment, rather than information theft,” said
Wam Voster, senior research director at Gartner. “Inquiries with Gartner clients reveal that
organizations in asset-intensive industries like manufacturing, resources and utilities struggle to
define appropriate control frameworks”

According to Gartner, security incidents in OT and other cyber-physical systems (CPS) have three
main motivations: actual harm, commercial vandalism (reduced output) and reputational
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. 'Wet beveiliging netwerk- en informatiesystemen' - Wbni
IV Dutch implementation of the EU NIS directive

- W Agentschap Telecom
Ministerie van Economische Zaken
en Klimaat

Aanbieders van essentiéle diensten en digitaledienstverleners moeten passende en evenredige
technische en organisatorische maatregelen nemen om hun ICT te beveiligen. Verder nemen zij passende

SECURITY
11 MEASURES ‘



. How to maximise the resilience of OT domains
)V Some examples of steps we took at Enexis

¢ Strictly separate OT from the outside world (‘air gap’)
¢ One risk management policy and process for conventional and digital risks

¢ [ncrease awareness on all organisation levels
¢ Include security requirements in all OT tenders

: &
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¢ US subcommittee on National Security, Homeland Defense,

Even the ISS is not fully ‘air-gapped't

and Foreign Operations (May 2011 hearing):

"In our experience in conducting hundreds of vulnerability assessments in the

private sector, in no case have we ever found the operations network, the

SCADA system or energy management system separated from the enterprise

network. On average, we see 11 direct connections between those networks. In
some extreme cases, we have identified up to 250 connections between the

actual producing network and the enterprise network.”

¢ Therefore additional controls required, e.g.:

13

Increase awareness on all organisation levels;
Fully separated IT and OT work stations (two separate laptops);

Feasible policy regarding removable media (USB sticks !) and file exchange.

1. See https://www.theguardian.com/technology/2013/nov/12/international-space-station-virus-epidemics-malware

Iqtemational Spa

. C '
Virus epidemjce € Station attacked by

Malware spread from
Somputens in smcemms':fﬂe;d:nmmsems Orbit. proving not even

Kaspersky head of se ity firn spers| ab:
SKY, head of s ity fi
ecu m l\.‘i.lu.k\'l.lm rey

Istralia that before the ISS switc

ress Club 2013 )
ess Club 2013 in Ay ealed at the Canp,

hed fr

erra
ke °m Windows Xp to

2: See https://www.youtube.com/watch?v=x1URPa1jG60 (58m30s - 59m00s) and https://www.govinfo.gov/content/pkg/CHRG-112hhrg70676/pdf/CHRG-112hhrg70676.pdf



https://www.theguardian.com/technology/2013/nov/12/international-space-station-virus-epidemics-malware
https://www.youtube.com/watch?v=x1URPa1jG60
https://www.govinfo.gov/content/pkg/CHRG-112hhrg70676/pdf/CHRG-112hhrg70676.pdf

. One risk management process
’ Integrated OT security risk management in our existing process based on bowties
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¢ Based on IEC 62443-3-3 standard (ISA99)

¢ Control barriers (left in bowtie):
Between threat and top event.

¢ Recovery barriers (right in bowtie):
Between top event and consequence;

Minimising the impact of the top event.

) i

INTERNATIONAL
STANDARD

15 | —————— '

Control barriers:

Threat

Security measure examples

Social engineering

Awareness trainings

Manipulation of intercepted
software before installation

Software and information integrity (SR 3.4)

Digitally signing of software or firmware.

Introduction of backdoor by
software vendor employees.

SR 5.1 — Network segmentation and

SR 5.2 — Zone boundary protection

Firewall or DMZ on an interface; blocks outhound
connections.

Contractual agreements with vendor, e.g. inclusion of
security requirements in tenders, asking for ISMS for

vendor's internal security organisation and including the right
to audit the vendor's software.

Recovery barriers:

Measure ISA 99-3-3 clause Description

system

Host intrusion detection | SR 3.2 RE (2)

SR 3.4 RE (1) detection system on computers within the

The installation of a host-based intrusion

domain. With this, attacker's actions can be
detected.

Network intrusion
detection system

The installation of a network-based intrusion
detection system. With this, attacks can be
detected.




The 114 controls of the The number of times that a
ISO 27001:2017 Annex A control is used in our bowties,
easy to identify key controls

i of fi |4 a1y 5 s HEE P
All our OT security R e
risk categories T LR S L A i i |
(detailed in bowties)
1-click xIs report from our bowtie
: : ! ; development application BowtieXP
Digl"
: 1 : : : : : : :: MANAGEMENTSYSTEEM VOOR
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Increase awareness on all organisation levels
Colleagues don't always understand cyber risks and how they can influence them

Movie clip about OT security risks

Co-financed by the Connecting Europe
Facility of the European Union A

i

Mobile OT security demo cases

17 See also our visualisations of OT security at Enexis: https://jamdots.nl/view/285/Enexis-OT-security


https://jamdots.nl/view/285/Enexis-OT-security

. Include security requirements in all OT tenders
’ Enexis tenders grid components with formal security requirements

18

DA/SA-301-2021

security requirements for
procuring RTUs and
gateways

Version 202105

11 March 2021

*

*

*

Security during development and after sales:
Secure programming practices;
Security testing during development;
Vulnerability handling;
IEC 62443-4-1.

Device security requirements:
User access management;
Cryptographic algorithms and protocols;
Logging and monitoring;

IEC 62443-4-2.

Security improved between 2014 and now
All ENCS members use similar requirements;
Successful pentest is a prerequisite for final awarding;
More security # higher TCO !



. Include security requirements in all OT tenders
BV Results of our 2015 tender for Distribution Automation Light (DALI)
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Philip Westbroek

OT security officer

Philip.westbroek@enexis.nl

Graphics by Wilco Prinsen
www.jamvisualthinking.com
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